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(57)Abstract 

PROBLEM TO BE SOLVED: To prevent the 
occurrence of case where authentication/certification 
processing can not be executed properly by using the 
combination of authentication/ certificate devices. 
SOLUTION: Each of authentication devices 101-103 
and certificate devices 104-106 supplies model 
information of its own device to other devices. Each 
of the authentication devices determines an 
authentication method corresponding to the model 
information of the certificate devices informed from 
the other devices, generates challenge data 
corresponding to the determined authentication 
method and transmits the data to the other devices. 
When each of the certificate devices determines a 
certificate method corresponding to the model 
information of the authentication devices informed 
from the other devices and receives the challenge 
data from the other devices, each of the certificate 
devices determines the certificate method 
corresponding to the model information of the authentication devices informed from the 
other devices, then uses the determined certificate method to apply certificate processing to 
the challenge data and generates response data and transmits the data to the other devices. 
Upon the receipt of the response data returned from the other devices, the authentication 
devices 101-103 authenticate the response data. 
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S^tjc, ^SE^s;:r-;i/i¥8F*3CD^iScDSIE*^^>^i 
-;i/CDat>. ^^ttJ^n:tigiET;i/z? ';xAt::^gct-S 
^cDi^ift-rSo 

[0 0 4 3] CCT-^E«§§1 0 li^Km^mmi^h^ 
>rX4©«^flff^>&SMbfci:f Sh. ^SE^ggl 0 1 
{t^^y'lti.cDX. ^^Xl-^5^^X4CD)a^-&b-frct 

^^tt®$fe7^-X;i/A^?,fi|g||^^*jffl7';uzfiJX 
APublic„ver.2.6T-CDffl^i8a^lE7t)^giS7:feS^iCDfJ»f 
*fT^o Sfc^SE^fgl 0 ld^SE0.^^S«!l:(pif>^'^X5 
®^ati«S:§MU7^c:i:-r-5i:. Xl-^>r XScDffl 
^^t^'^X^. S±t4fiE$fe7^-X;u^?>^liii^^?iJffl 
T ;i/ »j X APub I i c_ver . 1 . 3T- CDffl #lSl^iE ^ 

ShCDWSrSrfrao 

[0 0 4 4] CS^i-:^-4 1 Ji. T^i^^ ;i/®Mjai^CD 

^mmVy. MPEG>; h U-AjS*StCj^^^iXfc h^>;:<:t? 

-^4 2(i. CS^ji.-:h-4 1 d^ffi^r Lfe h 5 >;^*- 
YJ^^^^ h2:MPEG^<g{C*a^^nfc:nU^>^'U-<;^ h 
'j-AKl^^TSo 

[0 0 4 5] AV7^3-ir4 3(i^ TS7^^-^-4 2*sai 

SSEtlAV^ >i'-:7ai-r ;^ 1 i ii, sa^s^i-;pi¥8 
tci3ltSSa:??^^i^:i.-;i/CDfpin*^*fflv^T:ffl^<BI^ 

(D^. TS7^3-^-4 2 3&sai:t?bfcMPEG;^ h U-A*AV 
J^:^ 1 0 7*:frLTliqg«fll 0 4\zmmi-^o ^iE«: 
^^CDSttASfeSJl^li. TS7^:3-^^-4 2*sai:t7Lfc 
MPEG;^ h U-A?:AV>'^;< 1 0 7t:j3lflU35:l^o 
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[00 4 6] <mmmi§ i o 4 >^tztmmi^ 1040 
a-;n¥2 8 mmrnkv-os' -7 X 3 1 m 

W*SSil?S5 3 2 i:. ffiigWJffllg|5 3 3 AVt^zi-^ 
4 4fc. «^iaaSB4 5 ^^^4 6 i:A>?,55: 

So 

[00 4 7] iiw«i#§^ ^ rtf latsiftgis 2 4 (i. :*cEB^ 

tUTVAS, E13 (a) {C*5ViT?-i' • 

d{C4iPgilHg-t?iJffl7;i/rf 'JXAPublic_ver.2.6s Publ 
ic_ver. 1.3. Ig^H^^f Jfflr^UJ U XASecret_ver. 
1.3, Secret_ver.2.0$||^L/TV'>.5tO (^'r7'4) , 
mmm^ 1 0 5 cd^ a "J XAPu 

bl ic.ver. 1 . 3. |gffig|^-t^fJffl7';u:J 'J X ASecret.ve 
r.2.04j^SLTl\S^)CD (^'fX5) . ffiW^^ 1 0 6 
® i a t S5Sit^^^iJffi7;i/zf U X A Secret.ver. 1.34 

§gl 0 4tt^^X4tDfl5^{CTSE^;^iC4^^bT(rNS 
lESg^^l 0 4®aE5g^^^''rXt»SiSifftgB2 4 

[0 0 4 8] liEW^i;i-;Uif2 8{i, H3 (a){C^ 
Ufcffi^ffiJIiEB^^SIiKt- Sli?^^ j.-;uPubl ic.ver. 
2.6x Public_ver. 1.3. Secret_ver.2.0x Secret_ver. 1. 
SA^^^tS. IIB^^ i^i— ;i/Public_ver.2.6, Public_ve 
r.l.3{i. lfS^OiiERgiSkl<£;tf Si3M^^i:> mH^ 

^ f -5 ^ - H li; i T i: 3!p ^ S . 
[0 0 4 9] tlBS^ i^i— ;i/Secret_ver.2.0. Secret_v 

er.i.3{i. um(ommmit:^T?>tmm^t. mnm 

^^m^(Df^^T}VzI U X A 4l|3S-r S y — h O 5^ 

- X ;u 13 i8 ^ n fc - o (D II 3? ; 1/ u X A S: !^ ^ 
u> liEB^^e^;i-;i/ffif 2 8{ct5^^■r7';l/n■'JXA{c?>f^s 

[0 0 5 0] :i^x-m.im^miy'ii'^yi<Dmmn 

*§fiLfci:t-Si:. SEB^^ggl 0 4{i^-f X4Ad:© 
T-. ;5'-1'X4-:5''f Xlcomi^^^to-a-J;?), ^±&Bt9c7- 

— X;i/*» e>^imi^^fijffl T;i/rf i; X APubl ic_ver. 2. 6 
{CTffl^{|liiEB^:)^S7-'l/Zf >; XA &ff d ^ iicoflSf S: 
?TO. $felgiiE«g<ffl*>^^'f X2©#a«$a<£S«U 
fcfc-rsi:, liEW^^l 0 4li^'l'X4^i:OT-v ^'-rX4 

Ig^ltHg-tfiJffiT'^l'a" U XASecret_ver.2.0T-CQffl^ffi!) 
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[0 05 1] sEmm\y-r y^Sf—yoL^ 7.3 in, mm^^ 

l^«l§ffe5Ci;ASigff«|^t^©f,tl. k^J^7 1 0 7 
5::^LTfgiI*Sgipf)MPEGX h V—Ai/^mm^tlX < S 
MPEG;^ h •j-A5gfgbT«^50iagP4 5t:ai;b-r 

(a) V7'3-ygC4 4{i, ^^S5A»?,A*$nT<-5fc: 

MPEG;^ h U-A{C^g|b-rM^i!!l31gp4 5 tm;t;-r5o 
[0 0 5 2] m^mm^4 5(±. AVxZi-y-4 4A»t> 
tB;^^nfeMPEG;^ h V-AmiStmP^ky-Of-y^^^-i 

73 nfiiiitiLtzVPm7 h v.-Aizmm. mmw^. - 
mt. mm. ^7-iTiE«:tr®Mat5SbT. h-^-rx 

«i«4 6 ttli:/3-rS, h-^'rX^«4 6tt. DVD-RAM* 

O^gSJtin^'^-T. DVD-EAMP«gg|5ffltS^fl^ffi(D7> 
H*ffl^fb$-e-SCi:{cj;t)M^5!LagB4 5Asm;^;bfc 
MPEG;^ h ';-A?:DVD-EAMIcS^iitf„ 

[0 0 5 3] mmmmmu i 4 st;«iiERSffiaM^Bige 3 3 

{±. (c) put. ^lE^^l 0 1 -lEB^^Sl 0 4F^ 

r-5=--^u>j^ • bx:iJ<>xMigiixn VajVuommy 

u^7hti^^ts::ho E18. 119tt. igUEfflU^IfflglS 1 4 
SZJ^IE?g<By^JSPaC 3 3 AS;^-rs»JJ3iXD^7A®5fiap«3 

AS. EtEmv-f V^'-p'ni-f 1 1 - SEWfiUAV-f > ^ — 
7j^^73 lP^t-fTt)naA»**)M^bTV>5. 
[0 0 5 4] ^E^SAsSi&^tlSi:. ;^7^yXS 2 5 
t:*5V^T|g|EiBIMJWa5 1 4tt3JiC7^-X;i/:h>>'^-Nx* 

lIB^^Si 0 4{ci^fi-rs, cc:T-;^i5;7--x;i/:h>M 
— Nx{±. :^3;7^-x;n 3Asffi}^bTv>s^SlS7^-x;i/ 
0-5t). S:^t4«$e7"-X;i/S:fg^bTV>S*®i:-r 
So iaifl'^. ;j;7^>j;xs 1 t*5v>T^iE;^T?;ji^gp 1 2 

^m.u.m^^'<7"ix(Dm?f-^r)^nt>-^. xt-v^zz 

{Ct5V^TAV>'1X 1 0 7 bT^IEilJ&fi^SlFKII^I 
^9'iyix-^m^-^t^>^oWMMK'i^\/9-7:c^7 

1 iSMiSfs. dtifcitj^iE^^^-rxwffijg^ftgp 

4 tfSiW^n-ri^S^IE^Igg^'f XlASjaitB^tvSo 
iEfiUAV-f 1 1 As^lI^^^-fXTxifeiMm 

;^7^>yXS 3{C*JV^T^IEill®I»gl5 1 4«ilEBg 
-f XTy® §«f# h S . 
[0 0 5 5] -;^IEW«S^AsSi&$nsi:. ;^7^>;/XS 

2 6 {zijviT:??!?;^^— X;^:^>y^— Nx®Sfaf#-fei:^ 

S)53 3(i;<5^<j/XS 4{C*}V'>TlIW;^SiliRgP3 2tSE 
W^^^'^'XTy®^5^^5lt)4fi=i5-a-. ;^7^<:/XS 5{CiJ 
^^T^IE^^&M^St/|g|I^^^5' -f XTx©§fif§*.ttSg 
i:55:5, X7^«yXS 5 0§ef#t)«Sgt*jV>T. SIHM 
AV'l'>^'-7a.^X 1 lA>5.KII^§§^5''rXTxASjifi$ 

ttsi:. ;^7'>yxs 6^z^^TbTlE^^ii§^''f xTy*^ 
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>f >^-:^:ii^;^3 lST/AVy^•;<l 0 7S^tT^II« 
SI 0 1 tC^t^bTiSai^nSo 

[0 0 5 6] mm^^. ;^5^^vrs 7{ci5i>TlEra;5SCil 

;i/Hyi&s^liil^-^ipJffl7';u:J UXAPublic_ver.2. 
6. laiigie^^iJfflT^u:^' ij X APubl ic.ver. 1 . 3:fe i?) X 
7^^;/XS 1 7*SYesh^ !)X7^u/XS SIC^frOT. ^ 
-t' 1/ > 7^- ^ chaCD i: ^ S o 

COO 5 7] IEWJAV^>^-7a:^;;^3 l^sjEifiL:^ 

aw«g^^-r XTy^^iE#jAv>r >^-7:iL-<x 1 lA^g 
fg^?f^>*^ToTv^fe^aEffla*J^8IgPl 4(±. ccDts^^ig 

hSfi SE^g^li^ >r XTy h (c^tiS^tt 6 tifc^lE:;? 
s;Hx4s»^t-^o ^iiEas^^,>r x:RifiiEraMs^-r X)5»s 

2 JCct ?):aiigifig^^ijfflr;i/if »;XAPublic_ver.2.6;5>5 

SiR^nSo iS^^. X7^^;/XS 1 o^c^3V^T^iE;^^ 

Hx<ai<D^SE^S^i-;i/HxhUTi&g8g|^^^JjfflT;i/rf U 
X A Pub 1 i c_ver . 2 . 6 SIE;& 3;^ — ;i/ 4 ^ id -5 o 
[0 0 5 8] ^Mgi^^f«jmr;u::fVXAPublic_ver. 
2.60D^iE;?3;^s^i-;i/^ea^tv5i:. x^^^yXS 
1 emesttii^^ P.y'yys i i tctji^-rieotf^y 

co^buw^ggi 0 4^eis^n-5o eiai^. x7^^;/xs 

1 2 i::i>l>TbX4^>X7^— ^Res®§@f?t>i:?5:-So 
[0059] ;^7=^^yXS8 ^;:^5l^T^i' WVi^T^— ^CD 

^m'i^t>t^mtt^':>x\.^tzKmpmms^3 Sit. mm:^ 

ffiy';i/zftjXAfi!lAV^>^--7ai^;;^3 lA^^-^-UVi^ 
7^-^4:§M-rSi:. XT^^yXS 1 4{C^ff-r-5o Xy^ 

^yxs 1 4k:i5V^Tfiilg|^^*JfflT;^m;xAPublic 

.ver.Z.ecDSiiE:*^^ ^i' IxVi^T^-^Ch 

[0 0 6 0] #J52^*V)t:¥^7^-i^{i. lxy^;n>X7^- 
^REShUTaWJAV^>^'-7^>f X3 14:frLX^ 
a«gl 0 llCfiiSl^ixSo IEW^S^?^^)i3IM^tiTt 
;t UX 7^- RES *ggiiE<fflAV>r >^-7aL^ 1 
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1 i^^m-r^t. Xt^^^XS 1 2mes h 
3&:t)X7^^;/XS 1 SiC^fr^-So Xt^^^XS 1 5T(i. 
42riig|^^f«Jfli ::J »J X APub 1 i c_ver . 2 . 6 CDg|I;5 a; 
^i^a.-;i/tCl/X:?Jt>X7^"^'6DS^fb4?fto-y-. 
^SD( k2 , Res ) i: ^ ^ > 7^- Cha h © -Sffl^ 4 ff 

[0 0 6 1 ] i;i±©ifiqg(i^-i^u>i; . u>^;}f>;^^s 
EXD hzi;i/4^±f^®$fe7— X;i/A^e>iRf^UTcijs. & 

ffi^tT^-X^i/A^e^t^^-r-S^-g-tcoi^THtt^-rSo Xtf 
-^'S5fe5^-X>/l/^3t5V^■rx iJ'-f Xl-^'-f X4CDiS^'& 
faSggi©-^*»Jffl:7'>'l/=riJXASecret_ver.2.0 

^tlXi^^T.^^yS 10. y^T^^yXS 1 3{C*5V>TC 

[0 0 6*2] xt^^^xs 1 3\z^^\^^xmm^tlfzmm:^ 

S;^-^^->'UA5|JJ8gltB§-t*Jffl:?';Uzf iJXASecret.ve 
T.2.Qtj:^7.y'yyS 1 7 ^Ej^No^:^ S:?)^;;^^^ :7-s 3 3 
A5Yes^?5;?);<5"^yXS 2 BtC^frUT. ^i'UVi^T^ 
-^'chacOSfi^t>h5^-5o I^^Sg|Bg^f»J^T;u 
::f U X A Secret.ver. 2 . OcDSiiES"^;^ a — ;i/ A^^fi; ^ 
nsh. Xv^^yXS 1 6motr<ii^. X7^^yXS32*s 
Yesh^c-ijTXT^^^XS 2 7{C^fT-r'5o X5^^;/XS2 
7tC*5l>T64lf^;/ hM©a.|$Rnd*£figL. ;iiX*5"-V' 
U^S^T^-^ChahUTilW^SffiOtci^M-r-So Ctll^ 

^>^$^-7a:>rX 1 IS^hblE^aSl 0 4\ZBm^tl 
Gj^^. Xv^^yXS 2 9 k:^5l^TUX7^<>X7^— 1? 
Res©Se^t,i::teSo 

[0063] X7^^>XS2 8iCt^V^T^-\'^>i:^7'-^ 
CD§^i^^)ttSgi:^J:oTV^fclIWJ^^J^Slg|^3 3(i. AV-f 
>:$^-:7:ii>f ;^3 lifi^^uyt^^r—^i^mT^t. 
Xt^^^XS 3 Oid^ff-r-So XT^^yXS 3 OiC:fca^TiE 
WJ^JtffigC 3 3 {t^mmm^mmTJi:J U X ASecret.v 
er.2.0cciII«^^S^:L— U >i^y''-i^Ch^ii:-' 
:^(DXtttL. mm(Dmmmkii:iiSi:^(DxtJtLx. m 

mil^^7;i/=f';XA(CJ:SW*7^-^^(kl,Cha)*f'^J5Jc 

10 0 6 4] HF^^iltcm^y'-^lt. UXTt^VXv^- 
iJ^hLTHiEWfflyAV'f >^-7ic>f ;:<3 IS^LTSSE^ 
SSI 0 l\z&m^ix^o zti\zj:y)n^{h^^mi^^^u 

yi^y'-^mtLxmrn^ix^ztizt^^o iiB3«g§ 

i^P'?)jS«^nT§ycU;^4^>X7^-^^4SIHilAV^ >^ 
->^a.>f ;< 1 l/ysgg-^-^^^ y^T^v/XS 2 Smes 
(§ML;t) h^i:?)X5^^yXS 3 1 tc^fj-r-So X^^^y 
XS3 ITMi. IBSgS^^^Jffly'^Uzf UXASecret.ve 
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[0 0 6 5] JM±Olffi^{i^i'U>i; . U7.^.>^mm 

^m^^^mmT)VzI U XASecret.ver. 1.3AS!^^^tl 

r/vi/tcisvATx ^'m-iJ''r 7'4<Dia«5*^to^ 
fc:<±. IfS^gHBt^^J^T^l/rf ';XASecret_ver.l.30|g 

TU»);^x>;'7'S 1 0. 7.'rvyZ\Z\zii\\tZ.t\,io 

[0 0 6 6] ;^7'y7*S 1 3(3*5V>T^l!;$nfciIgB75 
i ASfeSgH^^liJffl T-ll/zf 'J X ASecret_ve 
r.l.3)Et?,;^7^«/rs 1 7, XT^iyXS 3 3 ASNotJ&S 
A*X7^>;;7-S 1 9 3!)SYesi::&:D;^7^.;;7-S 2 IKT^ff b 

mmm^mmTJl^:^ V X ASecret.ver . 1 . 3®iSliE7?S;^ 

3 2 ASNoa^c X7^>;'XS 1 8 ASYesiiJfe-pTXT^y 
rs 2 OtC^frf 5. Xt^u/XS 2 0 t*jV'>T64t;>y b 

LTf#feE(kl.Rnd)$5"l' U ^i^T^-^Chai: UTliqB« 

1 1 S::/M.ffiW«Sg§l 0 4 {cei^^tiS. fiiS 
Xt^U/XS 2 3 fc:iJV>-r UX:«>;^7'— ^Res©§ 

[0 0 6 7] ;^7^<yXS 2 1 C^3V^T?•V^>'>•7'— ^ 
©S«^*.«^i:^coTV^fcaE^TOJ»g|5 3 3fi. lEB? 
:!5ffiT;i/mjXAffl!lAV-i'>^'-7i^;^3 ids^^i'Uv 
j^T^-ij'&gfg-rsi:. XT^yxs 2 2 t^ff-rs. x 

5^'yXS 2 2{C*5V^Tf{Jgg||^^^J«T;i/rfUXASecr 
et_ver.l.30|gE;^iC* S^JL— ;Ki, ^j;?^— 
ChaS:-;^coA;t/i: Uv mm(DKmmkl^{&:^(DXti t 
tT, ieSiiS:Sr;uJUXAfc:J: t)D(kl,Cha)®^^ 
Sfrti-li-, €®SS*l'X;t?>;^7'— ^'RESiiLTaEBB 

[0 0 6 8] mmms§i!s^^mm^tix^rzU7,7ti>7.y' 

-^^^UtlAV-f 1 lAssfSfSi:, X 

7^>:'XS 2 3*sYes (SfiUfe) i: ^S: ;^ 5^ X S 2 4 
t^fr-rSo X7^>>XS 2 4T-J4. la^a^^fiJfflT;!' 
3f U X A Secret_ver. 1 . 0©^iE:)5iC^ ^ — ;i/tC U X J}^ 
> X 7^- ^ RES h SLiRr i: ©-Si*ij^ fTi3 * S C i: J: 

[00 6 9] iix±(DXoiz:^mmmiz^m£. ^mm^ 
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(cfr'Et X. 5 C i: AsftE ^ . 
[0 0 7 0] Cfflck5{c^iItif§ffli^*,asSIE;?iS;i: 

3 Jfe^i^^^to-fJ-f o T Rite h % s . 

^±ftS:®5tUfe7^-X;u*t9:ltTOS®T-, ^aE«lg 

[0 0 7 1] $±f4fl5$fc5^-X;i/i:«SiJC. X 
®5febfc7^-x;u^sa{^-rvAS®-r-. ^ii^igtcii^f, 

i^;&S:3l*?©>t«)©7^-x;i/&IS:»tTs -€-©-;5^ffl[it:^ 

[0 0 7 2] c©ffl^, ^^m^^-r^moimmt. m 
^-mm^m^^^t?>o es^T-tt, ^®XD 

h3;i/i:^/6t"S<D®|g|I* s^j.— SEW^i/i— ;u 
<£^i&bTv ffl^iB!l©]E^14*S§E-rS. Sfc. >t:Slifii 
Jf$®t:^JV^T(4 (a) V^|§P^®^^ffl t«t§ASitg^$ 
nfc n ^ ^ /r- x;u $ -0IJ t b t iJi W 4 ^ 

x^® ji« 'j > 4Mv>r mvNC iitti'i d $T-* J&i^. 
[0 0 7 3] Mtz. • U7.7ii>xmmmya 

h3;uT-«4'&:i>ffl^fijigiEXo h3;u{c/SfflbTt.k 

t:$Emmmizmmt?>t. tiw^gg{4^®sa^(i pij 

*liSg&llklS:ffiV%T^^{bbT-€-®ieST-fe5E(kl,l) 

[0 0 7 4] ««$nfeE(kl,l)4Sfflt-Si:. 
^l4E(kl.l)*|5?gl?kl*fflV^Ta^bT, ■e®iSi:. 
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[00 7 5] 

h 3 ;i/0 -5 if tvt im**J« -r S i: AST- ^ S^IMT- 
S -r^fiW^ 5: jifi t-'^ ^ ffi ^#J«a«S tc ii 

vxTiieSfT^ i: 5:fl A S d J: f) jlfiS^ a 
S >^ 7^ A *>v^T ^ttr^tiSttiifi ^ d fig^ 

h 3;^o5lfftl:^^*s^ilP^T•M^d:^T^^i.«^T• 
[0 0 7 6] ^J^«. e^AS1tSl®^^tt®^<JfflrD h 

^•jfflrD hD;i/©a*,. ffl^{ffl*ssifToite'&-as©^ 

^ftJtlfJfflrn hd;i/4^Sg^|g{ii^^-rs©T% 
fi'^fJfflrD h 3;i/©||ff t6:*j©:^-\' 5/ r©:*:/h{c;*>d» 

[0 0 7 7] C^-C'iaMi^;^7^A{CJina(n{±2Ja±©fi 

a)©isfflAs?^ffi-r5ii^, st^^sji. na®«iii*>e> 

ffiB®2^1*j®^;en C2<i®«Sat^^®i®i^(L^t>-«i- 

ai-st)0®aaifffi*i3ifrs«iffl«ffliBtia5i:. s 
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[00 7 8] ^©«fiElcJ;n«g«IStJfffl*fflt:^Sl© 

■e® 2 -3®«^«ag©^ait»ffi®iSi^^fc-a-jcj^js-3jt 

©IB®*^T% 2o©Wa«SSA5ir®J;d^d:iffl»^»^t)-e- 
T-*^T*. -5-® 2oO«^^Slli:^TSi®*^^SE 

[0 0 7 9] CCT-^^fi^S#iJffirD hz»;i/{i, ffl^iB) 

StclE^ttiEW^-li-. €®iiE^igSt»-:3i,A-r*a^#l 
«iS IE ^ 'Sti^^ST- ^ -5 g * f S ^aEgC 
i:> iE^'&:«S^^-efe5i:!pJ^^nfc©^®^?*^. «g 

w^m. ^iE«li©^IE^fs*?.^^•r'^t«M?^*7^ 
-i'(Dmmmfit^'^mvi^'o. ffl^<Bi®iEatt«i^^© 

^'®j^e4ffl^ffli®iEatt$:fii^bT*>e.fi^ 5®tn m 

HulB7^-7';HBffigPtt. nC2ffl®Ma«ffi®ffi«^*^^t)* 

7^-:/;Ui£^iaaS'JIBttUTt5t), ^ISOt^-P^^I/©^ 
1 ©5^-y;UlCtt, filfi^^©i®i^#to-B-|C*5tAT 

tssASfBin^nTjot)^ HuiB^^^sii. :mipe)ff^ 

t ilMJc tJit s g^fiSifSaSiiiiS® fRinA*-;!? * ^ 
ffiUTv 7^-7■;^l3ttgi5ASiBtiUT^^57^-7■;^®•5 1) 
-o?:il#^-rsi:«t. if®7^-:r;u*ii5?ufc*>Sffl 

IBtigBtlBfii?nTV>-57^-:?';u®d'^. iSS?gi5*sjSe? 
[0 0 8 1] c©ffifiglcJ:n«S«SSifffi^ffik:«S® 

ii5V^*®. 5aSaS*sg-fe^tr\*®$:^0 2-D©ff^^ 

S©«a«a©ffli^^^fc-B-»c?*j*;-:5»t e. 7^-7';i/k: 



11 




[0 0 8 2] CC-ett?ScDffi^«KiiE:7'p 

[0 0 8 3] zcDj^oizmm^etiit. ^mi^m:kti:mm 

[Ell] ^II^^-E?^«^P^cog^^^$:^-rElT-a5 

-So 

[El 2] m,WL(oummm>i. ^WLmmm^h(Dm(D^ 

[EI3] (a) EI2^C?^-r^B^#J^IEi^X7^^^Ct^V^T 

if ® J: ^ M a ^ - K s -r -5 * ^^ -r El ^ -5 o 
(b) Ei2tc^x-r^iiE«^i 0 i-^mmmmi o ^\z. 

ft ^ tvT S * ^x^EIT- -5 o 
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[E14] {q.) {c) ^mm^mmT}\^zi^)Xh. 

[El 5] *IIS£JB^tfc(tS«S^IES>Xv^ACDf^gB^ 
JSg^^x-TElT-feSo 

[0 6] ^iE:S^7^-7^;i/«^gpi 3Ai^^^UTV^-5g 
±t4«$fe7^ - :r;ucD 4 ajBSlT- a U fc El T- fe -5 o 

[0 7] :/;i/«»aJi 3^!«^UTV^-5x 

So 

[El 8] ^iiE<^$iJfHIgp 1 4;amiEH>gf!l©J{aigP3 3t^mt 

So 

[El 9 ] mmmm^ 1 4 ^uwmmmmm^ 3 3 ^;s-r 

So 

[^^coiK?g] 

8 

11 ^iiEflilAV^ — 7 jL-f X 

1 2 ^lIE^SlStRas 

1 3 ^SE^^ST^-rT'^U^^gP 

1 4 fglMSJ^gS 

2 4 mmm^^ ^ rts^iSMas 

2 8 

3 1 SEB^mVY >^5'->':c^x 

3 2 mmi5^'miu 

3 3 iEKMMIHIgP 

4 1 CS5^:l— 

4 2 TSt^u-^- 

4 3 AVt^H"^- 

4 4 AVy^'n—y— 

4 5 m^^MU 

4 6 \:^^ymm 
1 0 1 ^II^§g 
1 0 2 ISIiE^gl 
1 0 3 ^li^H 
1 0 4 IE0m^ 

1 0 5 mmm^ 
1 0 6 mmm^ 

10 7 AV/^X 

108 v:^;i'=3>fc:i— ^ 
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Tvpe:2 


Tvpe:3 


Type:4 
Type:5 
Type:6 


Publlc.ver. 2.6 
PubUcIver. L3 
SecreL_ver. 1.3 


Secret_ver. 2.0 
Public.ver. 1.3 
Secreuver. 1.3 


Secret.ver. 2.0 
Sccret_ver. 2.0 
SecreCver. 1.3 



- 13 - 
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m3] 



[04] 



(a) 



Type:) 

Public_ver. 2A 



PubUc.ver 1,^ 



Secret_ver. 1.3 



Type:4 



Public^ 
Publlcr 



Lver. 



Secret_ver 



(b) 



Type:2 

Public.ver. 13 



Type:3 



Secret_ver. 
^ecret_ver. t.3 



SecreCver. 1.0 



Type.S 



(b) 

SecreCver 1.0"^ 1.3 



^ecret_ver. Z.ul 
Secreuver. 1.3 | 



Type:6 



cha=E(kl.r> 



cha-Res 




Res=D(kl.cha) | 



Publlc^ver. 1.3i . ,, . 

Secrellver, 2.(11 I SecreL-Ver. i.3l 



(b) 

Secretjver 2.0 



Type:l 
^lE^SlOl 


Type:2 


Type: 3 
^gElgei03 


Type;4 


Type:5 


Type:6 



cha^D(k].Ras) 




1 



(c) 

Secretjver l,Z--2.B 




cha-DCk2,Res) 



Res=ECkl.cha) i 



[05) 




,42 



101 



Public ver. 2,6 



AV-f 
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[07] 





Type:l 


Tvpe:2 


Type:3 


Type:4 
Type:5 
Type:6 


Secrecver. 2.0 
Secret-ver. 2.0 
Secret_ver- 1.3 


Secretjver. 2.0 
Secret_ver. 2.0 
Secreuver. 1,3 


Secret.ver. 2.0 
Secie^ver. 2.0 
Secretjver. 1.3 
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AV 



^25 




SIO 




S16 



160k' ^hfioaSfcRnd^r^J^U, 



T 



Sll 



S12 




'-^^ / 

«:fT -5 d i: fc J: 0 WMm^ 
mf}^ IE T^C ti CO -C 4> -S 7>»^ 



( END > 



f -J'Cha 



r' -^Res 



( START > 




U ffi&iiEfl^3g5? -f :7Tx t 



^S13 




E(k J ,cha) CO ^gP^-ft: €r?T*:>-e-. 
I 



T 



C END ^ 



S14 



- 16 - 
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im9] 




64f 7KfiO>SL&Rnd€:3-:E£U. 




U X 3j? > ;Z. 5' tO^^^t ?: f 



S24 



— iSr^piJj^ «:ff ^ :r t fc i 0 

SEi^^ggwiEy^^ic tjto-^- 



C END ^ 



T -J Res 




E(k 1 .cha) (Of? #fb*f T ti-. 



( END ^ 




D(k 1 ,cha) W^^Yb « ff . 



C END ^ 



'S22 
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